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Abstract 

• As part of the deployment of Boeing's 787, 

e8130-3s will replace existing paper based 

FAA Form 8130-3, in support of electronic 

software distribution. These forms are 

based on FAA Order 8130-21G, the ATA 

Spec 2000 Chapter 16 XML standard 

format, and leverage the ATA Spec 42 PKI 

standard.  
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Benefit for using e8130-3 

 
Per FAA Order 8130-21G, 
  
• The use and acceptance of electronic FAA eForm 8130-3 offers several distinct 

advantages over the current paper format: 
 

• Through the use of standard data semantics and structures contained in ATA Spec 2000, 
chapter 16, a higher degree of data reliability and consistency will be achieved.  
 
 

• Through adoption of common, widely available digital security technologies, it is considerably 
more difficult to forge or alter data without being detected, and the data can more easily be 
traced directly to the source.  
 
 

• Identifying a document signer (signatory) will be easier through the elimination of traceability 
difficulties associated with illegible handwritten entries and the deterioration of paper 
documents.  
 
 

• The frequency of lost, damaged, and unreadable documents can be significantly reduced.  
 
 

• The automated processes for generating, transmitting, and processing data will significantly 
reduce costly human errors.  
 
 

• The cost and difficulty to store, retrieve, and analyze information can be substantially 
reduced.  
 

M R B 
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Things to consider 

• Can the receiving party “read” and authenticate 
the e-8130-3, tool or application, agreed to 
implementation of “standard”? 

• What are the agreed to certificate authorities that 
will be used in trusting the Digital signatures? 

• What have both parties agree will constitute a 
authentic e8130 Digital Signature? 

• What Crypto libraries are to be used? 

• What Crypto Algorithms are to be used? 

• How long will the e8130 need to be kept in a form 
that can be authenticated? 
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Was there a Signing ceremony? Who signs a e8130-3? 

• The Digital Signature signing ceremony is very important,  
it gives context and legality to document to which it is 
applied. 
 

• To make a Digital Signature carry the same standing as a 
INK signature the digital signature must be applied in a 
similar manor or ceremony as a INK signature. 
 

• The person signing must be presented with the document 
to be signed and a attestation as to what the Digital 
Signature will represent must be presented to the person 
signing. 
 

• This typically takes the form 
• Document 
• Attestation ( I Hereby attest that this document is complete 

and….) 
• Digital signature application 
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Digitally Signed XML 8130-3 with ODA Unit 

Member and Company approval signatures 

 

 

 

Digitally signed PDF rendering of the 8130-3 

with “Copy from Electronic File” watermark 

always present for view or print 

 

etc… 

What is in the Electronic delivery package? 

M R B 

A PDF is not needed if the Displayed or printed 

form is to be rendered “on the fly” at the point of 

use. But the Digitally Signed XML is still the 

authoritative source. 
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The Digital Signatures,  Uses 

Authentication 

Integrity 

Nonrepudiation 

Authorization 

Confidentiality 

Is the e8130-3 authentic, at receipt and in 

the future 

• Digital Signature 

Is the e8130-3 integral 

• Digital Signature 

Can the signing person, or company deny 

that they signed the e8130-3 

• Digital Signature 

Used for access control typically, may be 

useful in the implementation of a tool  

Protection of Intellectual Property 
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The 8130-3 and the ODA Signature Assurance are bound together 

When generating an e8130-3, generate the e8130-3 XML then sign the 

e8130-3 XML plus countersigns the ODA assurance document. 

 

The resulting XML file has the 8130-3 and the assurance files tightly bound 

by the encompassing digital signature. 

<?xml version="1.0" encoding="UTF-8"?> 

<SignedConfigurationItem> 

<ConfigurationItemData> 

   <CloselyHeldMetadataOfOdarsAsset> 

      <CI_TYPE>ASSET</CI_TYPE> 

      <ASSET_TYPE>ODARS SIGNATURE ASSURANCE</ASSET_TYPE> 

      <SUBMITTED_ID></SUBMITTED_ID> 

      <NOMENCLATURE>John Smith ODARS BEMS 

123</NOMENCLATURE> 

      <START_DATE></START_DATE> 

      <END_DATE></END_DATE> 

   </CloselyHeldMetadataOfOdarsAsset> 

</ConfigurationItemData> 

</SignedConfigurationItem> 

DIGITAL SIGNATURE INFORMATION   

SIGNED BY JOHN SMITH 
 

REFERENCE TO CHM 

 

OPTIONAL REFERENCE TO EXTERNAL FILE 

ASSURANCE.XML 

TEMP AREA 

<?xml version="1.0" encoding="UTF-8"?> 

<8130-3> 

  lksdfjlkasdjf;lakjsd 

 Fjasdlkfa;lsdkjfa;lskdjf;alsdjf 

 Asdjf’ 

 Kalsjdflkashdl;kfaj;sdlkfhasd 

 Fhasdlkfhalksdhfaskljdhfkls 

</8130-3> 

DIGITAL SIGNATURE INFORMATION   

SIGNED BY a system 

 

REFERENCE TO 8130-3 XML 

 

REFERENCE TO ASSURANCE 

 

OPTIONAL REFERENCE TO EXTERNAL FILES 

SIGNATURE.XML 



Copyright © 2011 Boeing. All rights reserved. 

What is agreed to be an authentic signature? 

Not all aspects of the e8130-3 Digital signature need to 
“validate” to trust the Digital signature for a given time and 
or Place. 

• The Public Key can “open” the digital signature. 

• The computed Digest matches the Digital Signatures digest . 

• There is a trusted Certificate “cached” or accessible “on-line” that 
matches the one use to sign. 

• The Certificate is not expired 

• Digital signatures for some signature state may have “issues” but 
at least one is completely valid and trusted 

• The certificate is not on the Certificate Revocation List (CRL) 

• The OID of the Certificate is correct for its use 

• Your organization has chosen to Trust the Certificate issued by 
the Certificate Authority used for the Digital signature. 
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• All configurations can 

be hosted general 

computing device 

 

• Use of USB HW 
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XML 8130-3 files are in a sister folder 

- Create and Distribute 

The XML version of the 8130-3 can be viewed by 

opening signature.xml in a browser or an XML editor like 

MS Word or Altova XMLSpy. 

The next slide shows a signature.xml opened in Altova 

XMLSpy. 

This slide shows the content of the folder that contains 

the XML version of the 8130-3. 

M R B 
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Open the XML 8130-3 with an XML editor/viewer 

- Create and Distribute 

M R B 
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e8130-3 packages are unpacked to local file 
system 

- Create and Distribute 

The XML and PDF versions of an 8130-3 are unpacked into 

separate folders nested within a shared parent folder. 

The folder that contains the PDF version is shown here.   

Below we show the content of the folder that contains the XML 

version of the 8130-3. 

The PDF 8130-3 can be viewed by opening this file with 

a PDF viewer like Adobe Reader. 

A double-click on the file name opens the window shown 

on the next slide. 

M R B 
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Rendering on the Fly or pre-Render into a PDF 

 The FOP (Formatted Object Processor) Transform is invoked: 

 

 It takes in 8130-3 Xml doc and file location for PDF 

 

 and locates FAA81303 XSL to use as an input stream 

 

 then invokes the FOP library API for XSLT transformation 

Similar approach could be used to 

render “On the Fly” to HTML, or 

other display or print format. 
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Open the PDF 8130-3 with a PDF Viewer 

- Create and Distribute 

M R B 
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What is required to continue to be able to Authenticate a 
signed Item into the future? 

• Signing of the Item with the Airline Private Key 

and retaining the item in a electronic store/vault.   
• Provides ability to check Authenticity and Integrity of 

stored item in future. 

• Resign the item again with the Airlines “NEW” 

Private Key before the “OLD” Airline private key 

expires. 
• Specifically obtain a “NEW” Certificate and generate 

new Airline Private keys for resigning of items before 

“OLD” Certificate expires. 

• Keeps a current signature on the items providing the 

ability to check authenticity and integrity. 
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Validate an e8130-3 

Click OK in the Browse For Folder 

dialog after selecting the folder that 

contains the 8130-3 of interest 

M R B 

Click OK in the External Config Item 

Validator dialog to validate the 8130-3s 
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- Create and Distribute 

Using a tool to validate 8130-3s - PDF 
M R B 
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- Create and Distribute 

Use a tool validate 8130-3s - XML 
M R B 

FAA 8130-3 Validation 
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Cryptographic 
Strength & 
Cryptographic 
Algorithms 
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• Desired cryptographic strength in bits times...  
   1 = symmetric key length in bits  
  2 = message digest length in bits 
   2 = elliptic curve key length in bits 
  6 - 60 = RSA or DSA key length in bits (growing multiplier) 

NIST Guidelines (dated chart) 

24 
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Strength Consideration (dated chart) 

Protection Period 

Until,   Years 

Symmetric 
Encryption  

Message 
Digest 

Elliptic 
Curve  

non-ECC 

(RSA, DSA)  

   2008,    0 -   3 128 160 256 2048 

   2015,    3 - 10 128 256 256 4096 

   2035,  10 - 30 256 512 512 8192 

   2075,  30 - 70 256 512 512 15360 

• Protection period 
• Downside risk 
• Processing performance 

 
• Also see ATA Spec 42  
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Available Algorithms 

• Lots to choose from... 

 

 

 

 

 

 

 

 

 

 

 
 

 

...and others.  Some are NIST approved, some ISO, some under 

evaluation, licenses may be required. 

• 3-Way 
• AES 
• Blowfish 
• Camellia 
• CAST 
• DEAL 
• DES 
• DESede 
• DESX 
• GOST 
• ICE 
• IDEA 
• LOKI97 
• MARS 
• Panama 

• RC4 
• RC5 
• RC6 
• Rijndael 
• SAFER 
• Sapphire-II 
• SEAL 
• Serpent 
• SHACAL 
• SKIPJACK 
• SPEED 
• Square 
• TEA 
• Twofish 
• WAKE 

• GOST-Hash 
• MD5 
• Panama 
• RIPEMD-160 
• SHA-1 
• SHA-256, 384, 

512 
• Snefru-2 
• Tiger 
• Whirlpool 
 

• ElGamal 
• RSA 
• DSA/SHA-1 
• DSA/EMSA1 
• CDSA/EMSA1 
• ECNR/EMSA1 
• ESIGN 
• NR/EMSA1 
• NR/PSS-

MGF1 
• RSA/PKCS1-

1.5 
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27 

Algorithms Considerations 

Algorithm Type Primary Secondary 

Message Digest SHA-1 RIPEMD-160 

SHA-256 Whirlpool 

SHA-512 Whirlpool 

Elliptic Curve Signing ECDSA/SHA-1 ECNR/SHA-1 

ECDSA-256/SHA-256 ECNR-256/Whirlpool 

ECDSA-512/SHA-512 ECNR-512/Whirlpool 

non-ECC Signing DSA/SHA-1 RSA/SHA-1 

Elliptic Curve Cipher ECC-256 -- 

ECC-512 -- 

non-ECC Cipher RSA ElGamal  

Agreement is need with trading parties as to what algorithms and  

libraries that implement them are going to be used. 
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How long will the e8130 need to be kept in an form that 
can be authenticated? 

• In your organization 

• Will the e8130-3 (the digitally signed xml) only 

be used to receive a part to the store and then 

archived. 

• Or will the e8130-3 need to be retrieved as 

authentic at other locations, at later dates. 

• How long will the e8130-3 need to be retrieved 

and what has your certification authority 

deemed a valid method for production at a 

later date of a authentic e8130-3? 
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Questions 

• Thank you 


