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Fundamentals: digital signature - signing

Hash as a bit string
Message
Hash Function 01010010001001110010111
Encrypt hash string using the
signer’s private key.
Q ) —|\ /L
Public Key ()
Certificate 3 R p1001110010111
(optional)

This is the signature.

—
——
Add to
message
Digitally 2 ) N
Signed Public Key 1001110010111
™ Message Certificate LW
(optional)
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Fundamentals: digital signature - validation

Digitally o) D
Signed Public Key @01001110010111
Message

Certificate
(optional)

Q D
Public Key

Message Certificate
(optional) 01001110010111

This is the signature.

—
—
Hash Function Decrypt hash string using the
signer’s public key.
01010010001001110010111 = Test for equality = 01010010001001110010111
Hash as a bit string Hash as a bit string
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W3C XML Encryption

W3C XML Encryption specifies syntax and processing for
encrypting data and representing the result in XML

The data to be encrypted may be an XML document, an XML
element or the content of an XML element

The data to be encrypted is replaced by cipher data after
encryption
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W3C XML Encryption

An important use is to specify

whether the data encrypted is
an element or content.

Element which replaces the
encrypted XML.

EncryptedData El—

Cryptographic algorithm used for

~ encryption (optional here since it may

nc:EncryptedDataType be specified elsewhere globally for all

EncryptedData elements).

:i‘EI attribute s

- -EE:I-IEI'I[::EI'I[:I].FpﬁDI'IMEthDd |

____________ Optional keying information

ds Keyinfo [i/ URL of key provider or info

I:: :El ! * Seliaieeliafefeliaiaieialid like order/invoice.
afenc:CipherData

The encrypted data
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W3C XML Encryption: an example

Original Data

<?xml version="1.0"?>
<Paymentinfo xmIns="http://example.org/paymentv2'>
<Name>John Smith</Name>

Encrypted Data

<?xml version="1.0"?>
<Paymentinfo xmIns="http://example.org/paymentv2'>
<Name>John Smith</Name>

<CreditCard Limit="5,000' Currency="USD">
<Number>4019 2445 0277 5567</Number>
<lIssuer>Example Bank</Issuer>
<Expiration>04/02</Expiration>
</CreditCard>

<EncryptedData
Type="http://www.w3.0rg/2001/04/xmlenc#Element’
xmlins="http://mww.w3.0rg/2001/04/xmlenc#">
<CipherData>

<CipherValue>A23B45C56... </CipherValue>

</CipherData>
</EncryptedData>

</Paymentinfo>

</Paymentinfo>
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W3C XML Encryption: processing

Encryption - for each data item to be encrypted:

Select the encryption algorithm (this may be done once only for all data)
Obtain the key for the encryption

Encrypt the data

Populate the EncryptedData element

Process the XML document by replacing the encrypted data item with the
EncryptedData element.

arwDdE

Decryption - for each EncryptedData element:

1. Determine the encryption algorithm (this may be done once only for all elements)
2. Decrypt the data
3. Replace the EncryptedData with the decrypted data
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W3C XML Digital Signature

W3C XML Signature defines XML syntax and processing rules for
creating and representing digital signatures of XML messages

Due to the nature of XML, the message usually needs to be
canonicalized which transforms the source XML into a
standardized XML form

Canonicalization addresses the syntactical changes to XML
caused by parsing and processing techniques which will invalidate
the digital signature
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W3C XML Digital Signature

[ 4esignatoretype

d=:Signature Type

altriputes

Method used on the element
ds:Signedinfo

i attributes

—Eds:CanunicalizatiunMethud

xd8:5ignedinfo

—Eds:ﬁignaturel‘u‘lethud _

References to all subsets of

ads:Reference [

/Llr/
- ads:Transforms E] |

Algorithms used to calculate
ds:signatureValue

|

|
Define the XML subset
being hashed and any

| transformation applied

the message being signed

ds:DigestMethod [+

Hashing function used ‘

|
1.0
| |
|

u
=3
]
i
=]
=
g
=
=
1]
=
&
=
m —

-

\

indsiKeyinfo [
ads:Object [ The signature of the message which is the
0. encrypted hash of the ds:signedinfo element

|
I """"

— e s — — — —— ——

| |

Hash of the referenced XML
subset
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W3C XML Digital Signature: an example

Method used on the element
ds:Signedinfo

<Signature Id="MyFirstSignature" xmins="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2006/12/xml-c14n11"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="http://www.w3.0rg/TR/2000/REC-xhtmI[1-20000126/" >

Signing algorithm on
the element
~— ds:Signedinfo

<Transforms> :
<Transform Algorithm="http://www.w3.0rg/2006/12/xml-c14n11"/> \

</Transforms> ,, Document to be signed

<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>. (URI or Xpath or..)

<DigestValue>dGhpcyBpcyBub3QgYSBzaWduYXR1cmUK.../DigestValue>

</Reference>
</Signedinfo> Canonicalization of
<SignatureValue>Ed54KL...</SignhatureValue> document ‘
</Signature>
/ Digest of the document to Hashing algorithm ‘
Signature of the document ‘ be signed
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W3C XML Digital Signature: processing

Sighing procedure

o0 O g CY N [

Select a portion of the message (termed a ds:Reference) to sign

Standardize (i.e. canonicalize) the selection using a W3C canonicalization transform
Hash the output of the canonicalization

Place the hash of step 3 in the W3C ds:SignedInfo/ds:Reference/ds:DigestValue element
Specify the algorithm (ds:DigestMethod) and transforms (ds:Transforms)

Repeat steps 1 to 5, for each portion of the message to sign

Final steps to create the signature

Specify the signature algorithm (ds:SignatureMethod) and canonicalization method
(ds:CanonicalizationMethod) in the ds:Signedinfo element

Canonicalize the ds:Signedinfo element

Apply the signature algorithm to the output of the canonicalization method (step 8)

Place the result of the signature algorithm (step9) in the W3C ds:SignatureValue element
(the signature of the message)
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W3C XML Digital Signature: processing

Validation procedure

1. Standardize (i.e. canonicalize) the ds:Signedinfo.
For each ds:Signedinfo /ds:Reference element::

1. Obtain the data using ds:Transforms

2. Hash the data using ds:DigestMethod

3. Compare the resulting digest with ds:DigestValue; if they are not identical, validation
fails

Final steps validate the signature:
1. Decrypt the ds:SignatureValue, obtaining the digest

2. Hash the canonicalized ds:Signedinfo element
3. Ifthe digests are not identical, validation fails
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Avallable Documentation - Type X Specification

v Specifies Type X Message (TXM)
structure and necessary headers

\/Specifies TXM — transport mapping

4 Specifies security extensions

4 Specifies reliability protocol

Air Transport & Travel Industry
Type X Messaging Specifications

(ATA SCRVOLUME ) v Specifies Session Management
4 Specifies all Type X related Schema

v/Initial implementations and testing
completed

Type X is published as IATA Standard SCR Volume 7 in September 2009
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Type X - Properties

Compatible with air transport
business practices

Support for all standard ATl message
exchange patterns

Full message assurance support for
application to application delivery

Permits detection of duplicate
messages

Permits messaging ordering
Session management

SOAP, JMS and HTTP bindings
Security options

Messaging priority

Grouping of messages

Multicast (one message to many
recipients)

End-to-End addressing (originator to
recipient)

End-to-End delivery notification
(ultimate receiver or recipient to
originator)

Service command messages
Openness by providing free fields
Support for attachments
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Recommended Type X Stacks

- TXM Agent TXM Agent
1 2 3
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Type X Message to SOAP Mapping

(sme:TXM_Header 1~

Watadata of the message to
enbl routing, reliabilty,
et

TXI

nvelope =} (—I

Descibes 3 standzlone TH
Message

txme:TAM_Body [

Contains either the payload

The THM_Attachment containg
detailed information to identify
data attachments.

timu:TXM_AuthHeader

The TRM_AuthHeader contains all
the information to identify the
endpointz in an exchange between
twe adjacent nodes, This header
is only used during message
exchange, just a5 ar= the ¥SM,
ATAR and Cornmand header,

txmeTXM,

This header is mandatory iF and Elements to transport
onby iF THM_Body is not empty. rhessages.

atxms:TXM_SessionHeader

The THM_SessionHeader contains 3il
the information to manage pemanent
sessions between two adjacent nodes,
Its intended purpase is to better
manage traffic flowe,

nt¥MeTEM_CommandHeader

The T#M_CommandHeader contains al
the infarmation to issue 3 cormand from
one nods o another 1o raquest an sction.

atxmeTXM_XATAPHeader

The XATAP header can be used
standalone to scknowledge a
rreszage of For dynarnic
confiquration. TF used in conjunction
with a message header, then the
context must be ¥ATAP_SEMD and
the serial number is mandatory. In
addition, if the context is
KATAP_ACK, the seral number is
rrandatary.

Either 3 session message, 3
cornrnand, KATAP or 3
meszage archange.,

txme:TXM_Payload

Any paylosd

|at¥MRTXM_Fault

The T _Fault defines a
TupeX rmor.

[ txmr:TXM_Report

The T¥M_Report contains
ll the informatian relsted to
s delivery notificstion o 2
special attention report,

ltAMmiTXM_MessageHeader

The TKM_MessageHeader contains all
the information needed for the comect
reszage processing and routing,

The NATAP header can be used
standzlone to acknowledge a
thessage of Far dynamic
confiquration . Tf used in conjunction
with & message header, then the
context must be $ATAP_SEND and
the serial number iz mandatory, In
addition, if the context iz
KATAP_ACK, the seral number is
frandatary .

~ SOAP Body
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Type X- security

TypeX security capabilities include:
v’ Content Integrity
v’ Confidentiality
v’ Authentication
v’ Non repudiation

= Functionality enabled by the use of PKI for encryption and digital signature
mainly by the end users

= Uses standard OASIS Web Services Security framework defined as SOAP
extensions i.e. WS-Security with W3C XML Encryption & XML Digital
Signature, WS-Trust, WS-Federation, WS-SecureConversation, WS-
SecurityPolicy, SAML

= Security extension using W3C encryption and digital signature
» Implementation guidelines for TypeX is part of the work group documents
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Type X Security: SOAP Message Level Security

OASIS WS-* stack of security standards. The important standards are:

» WS-Security:

— A protocol for securing web service message exchanges by providing
security token transport, message integrity and message
confidentiality

— Core specification for service security, relying on two other W3C
specifications: XML Encryption and XML Digital Signatures

= WS-Trust:

— Defines mechanism to assess the validity of the security credentials
of the exchanging parties

— Defines a means of negotiating security credentials among partners
within different trust domains
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Type X Security: SOAP Message Level Security

= WS-Federation:

— Builds on WS-Trust to provide brokerage and federation of trust
claims

= WS-SecureConversation:

— Builds on WS-Trust to establish security context valid for the life of
an exchange session

= WS-SecurePolicy:

— Leverages the WS-Policy framework that enables a web service to
express as well as communicate constraints, requirements and
properties, as policy assertions (XML sentences

— In a security context, these assertions are security policy
assertions that express how a message is secured
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Type X Security Extension: definition & purpose

= Provide a standard framework to secure Type X messaging at message
level

= Provide an interoperable mechanism to enable secure TypeX message
exchanges regardless of the underlying transport protocol

» Binding to W3C standards for digital signature and encryption
» Binding defined in terms of application processing rules
= Guiding principles:

= Adherence to existing standards: use of the W3C recommendations for
signature and encryption for interoperability

= Simplicity: allow what is necessary

» Independence: TypeX Security binding maintains the standalone aspect
of TypeX

= Evolutivity: loose coupling principle for fast and simple evolution
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Type X Security Extension

—| txme:TEM_Header

Wrapper for W3C XML

Metadata of the rmessage to

enable routing, reliability, S|gnature
atc..,
TXM_Envelope EI—
Drescribes a standalone TEM —| txme:TEM_Body
Mezzage
Contains either the payload
or a Fault,
_Eja_- - 1 txma:TXM_Attachment
i The T¥M_Attachment contains
v detailed information to identify
' data attachrnents,
E r -4 xt¥msig:TXM_Signature
. ! The T¥M_Signature header
! ' rcontains the detached signature(z)
' v of the docurnent andfor extemal
e . v references, Currenthy the
L-d bxme:TEM Security E—@E“J signature iz based an the current
----------- R ! W23C Signature specification 1.0
Coptional elernent that wraps ¢ and the ¥AdES w141
i i I the signature and encryphion | ertensions, The W2C is expactad
Type X security extension elemnents. There may be ! to publish w1.1 soon.
rore than one signature, The Ul
encryption element is 3 L-a_tymenc:TXM_Encryption [
conwenience conktainer ko [ eippiuipsiaeieipti e i
spedify global encryption The TEM_Encryption header iz a
retadata, container for global enceyption

metadata, The elements are based
on the current W2C Encryption

Wrapper for W3C XML pctiad v publih Vi1 o,
encryption
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Type X Security Extension: signature characteristics

Proposed TXM_Signature binding has the following characteristics:

. Use the W3C XML Signature standard for interoperability

- Employs a minimal set of recommended transforms: XAPTH
Filter 2.0 and Canonicalization

. Selection of nodes to be signed is achieved with XPATH Filter 2.0
so that an application can simply determine what is signed

. Obeys best practices
. Achieves simplicity and usability by imposing restrictions
. Facilitates interoperability and adoption
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Type X Security Extension: XML digital signature

attributes

| ds:SignatureType |

HE ] |

TXM_Signature ——

The TEM_Signature header
cantains the detached

ads:Signedinfo [

ds CanonicalizationMethod

signature(s) of the docurnent
andfor external references,
Currently the signature is
based on the curent W3C
Signature specification 1.0
and the BAJES wi.4.1
extensions, The W3C is
expectad to publish 1,1
00,

between partners,

Additional information used

ds:SignatureMethod [4] *

ads:Reference
—T]

I —— _ ]

--------------

—

Elements to be signed (see next
slide for details)
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Type X Security Extension: XML dlgltal signature

| d=s:ReferenceType

= Extract and transform elements to be ‘
B R signed.
i |
| " Type
_________ |
| Pre———— A ol
| | ds:T:ns;rr;yp? - _| | |
| | | = asttrivutes | | |
[Fororonce 2 | f n
| i (o e ey o
| I 1 o | b ary dtother | | |
| ; | = |1
| ! | | D..a; ds:XPath | | |
| e
| 0 |rds:DigestMethndType _i |
I@}' | [E attributes | Hashing algorithm ‘
| i | |
> ds:DigestMethod | |
| e, |
| o Do | |
N I o :
| Value obtained after hashing elements ‘
.. - - selected by ds:Transforms
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Type X Security Extension: digital signature design

The elements of TypeX envelope to be signed are as follows:

» /txme:TXM_Envelope/txme: TXM_Header/txme: TXM_BodyHeader/txmm:TXM_Me
ssageHeader

= /txme:TXM_Envelope/txma:TXM_Body/txmr:TXM_Report

= /txme:TXM_Envelope/txma:TXM_Body/txmf: TXM_Fault

= /txme:TXM_Envelope/txme: TXM_Body/txme: TXM_Payload
= /txme:TXM_Envelope/txma:TXM_Attachment

All other elements are not signed

» Thus, there is always at least two internally signed references (i.e. the
txme: TXM_Body elements and the txmm:TXM_MessageHeader); if the optional
txma: TXM_Attachment is present, then it must also be signed
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Type X Security Extension:
digital signature processing

»  The generation of a signature is the same as W3C digital
sighature processing. The only additional step is to place the
resulting dsig:Signature element in the txme: TXM_Signature
element

»  The validation of a signature is the same as W3C validation
processing
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Type X Security Extension

Digital Signature Processing

1. Create the dsig:Signedinfo element containing all referenced node sets (i.e.
portions of the document), calculating the digest for each reference
2. Calculate the dsig:SignatureValue by :

2.1 apply the canonicalization transform to dsig:SignedInfo
2.2 calculate the digest of the result of 2.1
2.3 encrypt the result of 2.2

Construct the dsig:Signhature element

Place the dsig:Signature in the txme:TXM_Signature element

B w

Validation Processing

1. Validate the key of the signer, i.e. authenticate and establish trust.
2. Validate the dsig:Signedinfo
3. Validate the dsig:SignatureValue
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Type X Security Extension: encryption characteristics

»  The encryption processing is the same as in W3C XML
encryption specification

The characteristics of TypeX encryption:

=  Composes with the W3C XML Encryption standard

= Achieves simplicity and usability by imposing restrictions on
how the envelope is encrypted

=  Facilitates interoperability and adoption
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Type X Security Extension: XML encryption

H attrivutes
-

“ersion Releaze identitfier

List of Encrypted data
elements

TXM_Enc P— Global method of encryptio

The THM_Encryption header
iz a container Far global
encryption rmetadata, The
elernents are based on the
curvent W3C Encrypion
specification w10, The W3S

Data Encryption algorithm

iz expected to publish w1.1
soon, There can be multiple
xenc:Encrypredkey elements
carvesponding to multiple
FeCipients,

Encrypted key data : one
element per recipient if using
each recipient’s public key;
otherwise one element if
encrypting with a shared
symmetric key.

Additional information uzed
between partners,
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Type X Security Extension: encryption design

> The elements of a TypeX envelope that may be encrypted are listed here; all
other elements are not encrypted.

. ltxme: TXM_Envelope/txme: TXM_Header/txme: TXM_BodyHeader/txmm:T
XM_MessageHeader

. ltxme: TXM_Envelope/txme: TXM_Body/txme:TXM_Payload

. ltxme: TXM_Envelope/txme: TXM_Body/txmr:TXM_Report

. ltxme: TXM_Envelope/txme: TXM_Body/txmf: TXM_Fault

- ltxme: TXM_Envelope/txma: TXM_Attachment

. ltxme: TXM_Envelope/txme: TXM_Security/txmsig: TXM_signature
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eARC — FAA Form 8130-3
from electronic form to XML schema

1. Approving National Aviation
Authority Cauniry:

FAN United Slates

3, Form Tracking Number;

AUTHORIZED RELEASE CERTIFICATE

FAA Form §130-3, AIRWORTITINESS APPROVAL TAG

APS4321

4. Organlzatlon Name and Address: & Work Order Coniract Tmolce

Number:
Anyone’s Aviation, 1104 Wing Avenus, Anyplace, TX 72212 (PC 234 W0 90987
| b Mem: | 7. Desiption: . 8 Part Namber: % ‘Hligibility: * I8 Quaniity: | [1. SerialBatch Number: 12 Status Work:
l Flap Track BOsTe-1 NA $ NA | PROTOTYPE
13, Remarks:

Detail part conformity for TAA Project APS4321, dated Feb 10 2008, Drawing No. 12345001,
Revision (1, dated Gt 1 2007 reguested.

1. Request for Conformily FAA $120.10, 506-09222, duted Feb 19 2008 reviewed.
1 FAASI30-9, Statement of Conformity, dated May 3 2007 provided, reviewed, and allached.
3. Part No. B9876-1 Flap Track (8 ca ), inspeched to engincering to include Drawing No. 12345001,
Revision G1, dated Oct 1 2007.
DEVIATION. 8 ¢ Flup Tracks, Part No. B9876-1 holes should be *. 250 0r- 0037 Holes are uverstzed by 020." DER Disposilion.
Owersized holes docs not affect static testing and parts can be used as is per DER-888002-W. A Gneineer, dated Feb 11 2008,

Schema

elernent

wersion number

uzed in each schema's root

H attrivutes

ATA_PartCertificationForm —|

14 Certifles the bems idendfied above were manufacoared In conformicy fo: 19, [] 14 CFR 439 Return to Service il Other regubadon specified In Block 13

Cerliffes Unal wnless ot herwise specified i Block 13, the work idemlifed [n Block 12
a Approved desivn dala awd arein

Tow safe vper alion, in Block 13mas . with Tithe 14, Code of
[ Non-approved destem data specifiedin Bbock 13, Fedvral Regulations, part 43 and in respoct to that work, te items are approved for
return fo service.
18, Authorized Siznamre; 16, Approval \whorlzadon No.: M. Awmthorized Skemature: 21 Approval Certificate No.:
A, Tusectn DARE-TZ4567-5W
17, Name (Typed or Pristed): 18, Dwie (mdyk 22, Name (Tvped or Printed): 23 Date (mdy):
A Inspector Mar 3 2008
User/Instalker Responsibilities
Itk in rlstence of this d alone does nod sutomsatically consiute suthorlry b Insisll the part component assembly,
Where Uhe weer fmstaller performs work i it Uhe nafiomal reglativns of m i suthority differes han Oe ai wulbvrily of the country specified in
Rlock 1, it is essential that the user installer ensares that bisher air sthority accepls parts‘comp biies from the air uthority of the country specified in
Block 1.
Statements im Blocks 14 and 19 do not constitute installati Inall cases, sircralt i contain an imstallafios certificaion issued in sccordance with the

national regulations by the wser installer before the aircraft may be flown.

FAA Form 8130-3 (6-01) “Installer st cress-ched: efigibilicy with spplicsble technica] data, NN (052000135005

Corresponds to FAS Formn §130-3,
EASA Formn 1, TCCA 240078, C of
<, Transfer Crocurnent, ete,

E
-]
=
=
H HEE HEE R R

Block4

Blockb

Blockd [+

Block1d

EE!I

ManufacturedParts

ReworkedParts

ConformanceAndTransferParts
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Composing ATA, IATA and W3C standards
to enable reliable and secure eARC exchange

« ATA Spec 2000 Chapter 16

— Provides specific schema as standard format for the exchange
of electronic form 8130-3 for products, parts, and appliances

— Provides the minimum requirements for digital security and
data exchange

« Use of data encryption is desired

« Choice of communication protocol is left up to trading
partners to decide. However, users should select a
protocol that provides features for reliable messaging and
non-repudiation including:

— Unigue message ID
— Acknowledgement of message receipt

— Time of transmission and receipt of messages
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Enabling reliable and secure eARC exchange
eARC as paylaod & digital signature - example

Since XML is verbose, we present the payload and TXM_Signature element for TypeX
envelope in snippets.

<txmsig: TXM_Signature TxmRelease=""TXM2009A0"
xmlns:txmsig=""http://www.iata.org/txm/sig'*>
<ds:Signature xmlIns:ds=""http://www.w3.0rg/2000/09/xmldsig#"">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm=""http://www.w3.0rg/2006/12/xml-c14n11"/>
<ds:SignatureMethod Algorithm=""http://www.w3.0rg/2000/09/xmldsig#rsa-shal"'/>
<ds:Reference URI=""">
<ds:Transforms xmlns:ds-xpath=""http://www.w3.0rg/2002/06/xmlds-filter2**>
<ds:Transform Algorithm=""http://mwww.w3.0rg/2002/06/xmlds-filter2**>
<ds-xpath:XPath Filter=""intersect"">
/txme: TXM_Envelope/txme: TXM_Header/txme:
</ds-xpath:XPath>

o RodyHeader/txmm:TXM_MessageHeader

Select (intersect) the
entire MessageHeader
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Enabling reliable and secure eARC exchange
eARC as payload & digital signature - example continued

<ds-xpath:XPath Filter=""subtract'">
[txme: TXM_Envelope/txme: TXM_Header/txme: TXM_BodyHeader/txmm:TXM_MessageHeader/Destinatio
n/RecipientInformation/ResponsibilityFlag
</ds-xpath:XPath>
<ds-xpath:XPath Filter=""subtract"">
/txme: TXM_Envelope/txme: TXM_Header/txme: TXM_BodyHeader/txmm:TXM_MessageHead
er/Destination/NodeTrace
</ds-xpath:XPath>
<ds-xpath:XPath Filter=""subtract"">
/txme: TXM_Envelope/txme: TXM_Header/txme: TXM_BodyHeader/txmm:TXM_MessageHead
er/Information/PossibleDuplicateMessage
</ds-xpath:XPath>
<ds-xpath:XPath Filter=""subtract"> _
ftxme:TXM_Envelope/txme: TXM_Header“vme: TXM_BodyHeader/txmm:TXM_MessageHead

er/Information/Messageld \\
</ds-xpath:XPath> S
</ds:Transform> Discard (subtract) all XML tags

that must not be signed
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Enabling reliable and secure eARC exchange
eARC as paylaod & digital signature - example continued

<ds:Transform Algorithm=""http://www.w3.0rg/2002/06/xmlds-filter2"*>
<ds-xpath:XPath Filter=""intersect"">
[txme: TXM_Envelope/txme: TXM_Body/txme:T./M_Payload</ds-xpath:XPath>
</ds:Transform>
<ds:Transform Algorithm=""http://ww ‘w3.0rg/2006/12/xml-c14n11"/>
</ds:Transforms>
<ds:DigestMethod Algorithm=""http://ww  v3.0rg/2000/09/xmldsig#shal"'/>
<ds:DigestValue>UjBsRO9EbGhGUX... </¢. ‘igestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>UjBsR09EDG ...</ds:Signatt ‘ue>
</ds:Signature>
</txmsig: TXM_Signature>

Select (intersect) the payload.
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Conclusion

= Spec2000 specification recommends use of reliable
messaging for related data exchanges, including the use
of W3C security

= |ATA Type X provides a rich set of features and transport
Independence. It composes with W3C XML Signature
and Encryption standards for security extensions and
simplifies greatly digital signing of Type X envelopes by
proposing rules on how signing is done

= Composing IATA Type X, ATA CH16 and W3C DS
specifications meet all requirements for reliability and
security, and enable digitally sighed eARC
Interoperability among business partners
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Thank You

Mansour.rezaei-mazinani@sita.aero
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